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ARTICLE INFO ABSTRACT

Keywords: The massive adoption of movable devices, created a new use cases such as Internet of
Resource scheduling Things (IoT), autonomous vehicles, spacecraft computing, etc. Not only end users, but also
Mixed-integer linear programming (MILP) computing infrastructures can change their location. The applications are composed of many

Cloud computing
Fog computing
IoT

Mobility

interdependent microservices with specific resource requirements. Latest state of the art in
Cloud/Fog infrastructures is considering only the computational and network (latency, band-
width) resources during scheduling of microservices, but in a static way. The network variability
when the nodes are moving in space is not considered. This leads to increased total latency,
hindering the Quality of Service (QoS) and network costs. Many researchers are focused only on
a theoretical level. This paper proposes a novel technique for network-aware dynamic allocation
of interdependent microservices on moving infrastructure nodes, applicable in practice. It is
composed of a generic MILP optimization model and implementation in a Cloud/Fog platform.
Several examples with sample Edge-Native application are obtained. The results show reduction
in the total end-to-end network latency compared to the latest state of the art.

1. Introduction

The development of hardware in the last years brought a massive adoption of hardware devices with computing and network
capabilities into many economy sectors like electronics, machine industry, transport, agriculture, healthcare and others. This massive
adoption of hardware devices enables many processes which were previously executed solely by humans or electro-mechanical
machines to be assisted or fully-replaced by smart IoT devices. Due to their limited resources they cannot execute complex computing
tasks on big amounts of data, so most frequently in practice they execute only simple computing tasks, filter data and delegate the
complex tasks with filtered data to Cloud platforms [1] via exposed software services. Cloud computing offers almost unlimited
computing resources, which are provided by centralized infrastructure nodes located in small number of data centers around the
globe. However the IoT devices are frequently located far away from the Cloud data centers and the delivery of data is introducing
big overhead and operational efforts on the long-distance networks. This leads to reduced network bandwidth and increased latency,
especially when the devices are moving. It is known that low network latency and mobility are crucial for large range of applications
in order to support certain level of Quality of Service (QoS) and Quality of Experience (QoE) [2-5]. Such kinds of applications
are for example virtual and augmented reality, autonomous driving vehicles and traffic emissions control in smart cities [6].
These requirements are addressed in the novel Edge and Fog computing platforms, which extend the computational resources of
Cloud platforms with additional infrastructure nodes located on the Edge layer of the network and closer to the IoT devices and
end-users [7-10].
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Fig. 1. EcoLogic application [6] microservice architecture.

Major Cloud providers are building their Edge computing platforms, including Multi-access Edge Computing (MEC) [11,12],
like Azure Edge Zone, Google Distributed Cloud, AWS Local Zones and Alibaba Link IoT Edge, but they are at early stage due to
the difficulties related to less computational resources and geo-distribution of Edge nodes [13]. On the other hand major content
providers like Google and Facebook have Edge infrastructure based on Content Delivery Network (CDN) to deliver their contents
to end users in more effective way. But CDNs are used mainly only for caching (storage) and not for processing tasks. However
there is a tendency by some major CDN providers like Cloudflare, Akamai and Fastly to begin to provide not only caching, but
also computational processing on Edge by leveraging their global CDN infrastructure [14]. Macrometa [15] provide innovative
highly-distributed global database and possibility to execute computational tasks like stream processing on Edge nodes, using the
Akamai infrastructure, enabling users to build global stateful applications.

Cloud platforms rely on virtualization techniques to support resource utilization and multi-tenancy. Container-based virtual-
ization has become the standard and most used type in Cloud platforms in contrast to hypervisor-based type, because it is more
lightweight and have better support for microservice architecture [16]. On the hardware level, ARM CPU architecture is becoming
increasingly used for servers, but its virtualization support is more limited than the prevalent x86 architecture [17]. It is known that
Edge network layer can be composed of nodes with low-power and ARM CPU architecture [18]. From the stated above we conclude
that constraint devices with ARM CPU architecture and container-based virtualization can be widely used in Fog computing platforms
and thus being highly important research topic.

On the other hand microservice architecture become widely adopted and has established principles for building software
applications suitable to run in Cloud platforms — Cloud-Native [19,20] principles and Twelve-Factor App methodology. Right now
a new novel principles are emerging in practice called Edge-Native [21,22]. Edge-Native principles are an extension and evolution
of the Cloud-Native ones. They describe how to build a set of microservices in the most isolated, scalable and resilient way such that
they can run reliably in Edge environment. Edge-Native principles should be applied for Fog platforms. It is known that microservices
can form a graph of interconnected dependencies, which communicate between each other. For example EcoLogic [6] is a typical
Edge-Native application for monitoring and control of vehicle emissions in cities. It is composed of four interdependent microservices
depicted in Fig. 1. The Database microservice (P1) contains data related to vehicle parameters and emissions, while the Backend
microservice (P2) provides an interface and analytics of this data. The VehicleAgent microservice (P3) instances are running on a
hardware nodes located in all registered vehicles. It collects low-level vehicle parameters and sends them to the Backend microservice
(P2). The Frontend microservice (P4) serves a web-based Application Programming Interface (API) and user interface. The Database
(P1), Backend (P2) and Frontend (P4) microservice instances can run on stationary or non-stationary nodes. All microservices support
multiple number of replicas running on different machines. In such dynamic environments the infrastructure nodes are forming a
geo-distributed cluster and can move in time and space. An example cluster with nodes, which change their location in 2 different
states in time is shown in Fig. 2. Deploying dependent microservices on distant nodes without latency awareness can impact the
application’s response time and overall QoS and QoE. If the nodes are mobile, the initial deployment of dependent microservices can
be on near nodes, but when the nodes change their location and move away from each other, the end-to-end application response
time will be increased and overall QoS/QoE - degraded. It is necessary the dependent microservices to be re-deployed on different
closer nodes if such exist and thus dynamically adapting to the mobility of nodes in time and space.
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Fig. 2. Movement of nodes, part of geo-distributed (multi-region) edge cluster.

According to the above exposition we identify several major features of Edge/Fog computing platforms such as infrastructure
topology awareness, virtualization type, application microservice dependencies support, dynamicity, mobility, network latency
awareness, ARM64 CPU architecture support, evaluation type. We will use these features as a pillars for comparison with other
related works and in system design and evaluation.

In our research we extend the MILP model proposed by Santos et al. [23] with several contributions:

+ Introduction of latency matrix for inter-pod communication variable (rp, »; ), node availability region variable (U) and objective

function for minimization of replica movements across mobile nodes (MIN_RM).

+ Capacity and demand vectors are replaced by direct variables (B,, C,, E,, b, c,, ¢,) used into the constraints and objective
functions.

» The model execution flow is modified in order to support dynamic optimization of replica placements with moveable nodes.
The flow consists of phases and iterations (Fig. 3).

The remainder of the paper is structured as follows. In Section 2 the available scientific related works will be described. The
developed Mixed-Integer Linear Programming (MILP) model will be shown in Section 3. In Section 4 the MILP model will be
validated with examples based on the EcoLogic sample application [6]. Conclusion remarks and open problems will be given in
Section 5.

2. Related work

This section reviews some important results related to the identified in Section 1 major features of Edge/Fog platforms such
as infrastructure topology awareness, virtualization type, support for application microservice dependencies, dynamicity, mobility,
network latency awareness, ARM64 CPU architecture support and evaluation type.

In Fog computing platforms, Edge-layer resources (processing, memory, storage and network) are restricted in size and amount,
but being essential for latency-sensitive applications. This has made resource provisioning in Fog computing an important research
topic. Previously it has been studied in the domain of local machines and later in the network management [24] and Cloud computing
domains [25]. The resource provisioning techniques evolved from localness to remoteness. According to a recent surveys [26-29]
we are seeing reverse movement with the research of novel resource allocation solutions in Edge/Fog domain, which favors both
localness and remoteness.

The available resource allocation procedures in the literature are classified by several techniques: Integer Linear Programming
(ILP)/Nonlinear Programming (NLP), heuristics, fit-based approaches, Multiple Criteria Decision Making (MCDM), game-based
approaches and Machine Learning [26]. Usually ILP models are considered to find the optimal provisioning solution based on an
objective metric. The main limitation of these modeling approaches is the impossibility to find solution in an acceptable period of
time, thus limiting their applicability in real production environments. However, they can serve as an optimality benchmark for
comparison with other faster heuristics-based techniques.

In Fog platforms the isolation of resources is crucial, because the devices are constraint. Resource allocations are classified by
their virtualization model including Virtual Machines, used by many researchers and containerization [26]. Some investigations
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Table 1
Related works.
Feature support References
Infrastructure topology [23,31,35-41,44]?
Microservice dependencies [23,31,34-38,40,41,50]°
Dynamicity [31-33,35-38,40,47-52,54]*
Mobility [32,33,47,48,51,52,54]*
Network latency [23,30-33,36-41,47,49-51,54]*
ARM64 CPU [23,32,33,54]2
R [34,35,48]
L [47,49,50]*
B [52]
Scheduling objective L&B [23,36,38-41]
R&L&B [371
R&LU [30-33,51,54]
B&C [44]
S [34,37,38,41,44,47-50,52]
Evaluation type T [30,31,39,51]2
S&T [23,32,33,35,36,40,54]

Scheduling Objective: R = Resources, T = Topology-aware, L = Latency (node to node), B = Bandwidth, LU = User latency
(end-user to replica), C = Cost.

Evaluation Type: S = Simulation, T = Testbed.

2 The following feature is supported by the current work.

accentuate on container placement optimizations by considering different metrics, including multi-tenant resource fair scheduling
and waiting time [30] and reducing end-to-end (E2E) tail latency [31-33].

The orchestrated entities are classified by task and microservice in Costa et al. survey [27]. The microservice dependencies are
addressed mainly in the area of batch-job scheduling [34-36]. They target on resource utilization [35], categorization of inter-job
dependencies [34] and modeling machine learning job flow by considering training stages [36].

Microservice dependencies and infrastructure topology are considered with objectives to optimize network overhead [37],
maximize performance of CPU cores [38], minimize network tail latency [39], execute Deep Learning jobs on specific infras-
tructure resources of GPUs, TPUs, FPGAs and ASICs [40] or to minimize network latency and bandwidth of Big Data jobs and
applications [41]. Most investigations using data center clusters emphasize mainly on network bandwidth instead of latency and
use simulation-based evaluations.

A Mixed-Integer Linear Programming (MILP) resource provisioning in Fog—Cloud environments with containerization is examined
in [42,43]. The formulation considers several LPWAN technologies and objectives, including network latency and bandwidth. It is
further practically evaluated in Kubernetes (K8s) cluster with stationary, non-constraint (not ARM based) virtual machine nodes [23].
A network-aware MILP model and system for reduction of overall network expenses in Edge computing is studied in [44].

The dynamicity and mobility support in Fog is tackled by Salaht et al. and Ostrowski surveys [45,46]. They classify the dynamicity
of the environment in two aspects: dynamicity of Fog infrastructure and dynamicity of applications. The Fog infrastructure is
dynamic, because node’s resources can vary over time and they can join and leave the network due to instability of links or
malfunctions. Application dynamicity is related to changes in the workload generated by users, because users can appear or disappear
and they can change their requests and responses. One Fog system supports dynamicity if it adapts to the dynamicity of the
environment, for example to reschedule application containers when Fog node disappear or workload is changed. The surveys
categorize the mobility related to Fog nodes and to end-users, which means that their location can change in time and space,
leading to changes in the network latency and packet loss. One Fog system supports mobility if it moves the application containers
transparently from previous nodes to new ones in order to ensure application QoS/QoE. The mobility support is important challenge
that has to be addressed due to the limited number of current works investigating it.

End-user network latency minimization in MEC by cross-edge service migration schemes is presented in [47]. Optimal service
placement sequence for minimization of the average cost in mobile micro clouds is studied by Wang et al. [48]. Dynamic replica
placement algorithms for data services using mean latency are presented in [49-51]. Placement algorithm for replicated VMs in Fog
Radio Access Network (F-RAN), using end-user-to-edge proximity instead of edge-to-edge proximity, is proposed by Yu et al. [52].

Dynamic replica placement, replica autoscaling, traffic load balancing and Edge device provisioning with objectives to maintain
low application end-to-end tail latency (QoS) and load distribution are demonstrated in [32,33,53,54]. Heuristic-based algorithm is
used, elasticity is not supported and nodes are blocked until task is executed.

Table 1 shows comparison of the papers discussed above with our proposed model concerning the scheduling objective, infras-
tructure topology awareness, microservice dependencies, dynamicity, mobility, network latency, ARM64 support and evaluation
type.

Later we will see that our investigation rely on containerization due to its better usage in practice. It manages long-living
microservices with dependencies, which means that all containers are running permanently in a tandem as a whole application.
It is aware of the infrastructure topology by using network latency characteristics of the links between infrastructure nodes. It
is dynamic (update placements based on infrastructure topology changes) and supports movement of nodes by monitoring the
inter-node latencies. Furthermore it supports constraint devices with ARM64 CPU architecture.

In the next Section 3 a MILP model with the above listed major features will be formulated.
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Table 2
Mixed-Integer Linear Programming (MILP) input variables for infrastructure nodes and workloads.
Symbol Description
b, Bandwidth requirement of pod p in Megabits/second (Mb/s), where b, € N.
B, Total bandwidth capacity of node n in Megabits/second (Mb/s), where B, € N.
B, ., Bandwidth matrix representing network bandwidth capacity from source node n, to target node n,.
<, CPU requirement of pod p in CPU units, where ¢, € Q*,c, > 0.
C, Total CPU cores capacity of node n in CPU units, where C, € Q*,C, > 0.
e, Memory requirement of pod p in Megabytes (Mbyte), where ¢, € N.
E, Total memory capacity of node n in Megabytes (Mbyte), where E, € N.
M,,. Node membership matrix (binary), representing whether node » is member of region u and zone z in that region. M, = 1 if node
n is member of region u and zone z.
M}’)" Membership matrix (binary) M;," €0,1. M,’:' =1 if pod p is member of workload w.
N Set of nodes n € N, on which pod replica instances are deployed.
P Set of pods p € P. Each pod p is composed of one or more replicas R = {r,r,,...}
Ry’ Requested number of replica instances r for each pod p.
Ry Maximum limit of number of replica instances for each pod p.
T, n, Latency matrix representing network latency from source node n, to target node n, in milliseconds (ms).
U Set of infrastructure regions (strings). U = {u,,u,,...}. Each region is composed of zones. A node n € N can be located in exactly one
region and zone.
w Set of workloads w € W. Each workload w is composed of one or more pods p € P with or without dependencies.
z Set of infrastructure zones (strings). Z = {z,,z,,...}. Each zone is located in only one region u. A node n € N can be located in
exactly one region and zone.
By, Bandwidth matrix for inter-pod communication, representing network bandwidth requirement in the link from source pod p; to
target pod p;.
8 Replica movement factor, used for limitation of the total number of possible replica movements for pods across nodes.
Ty Latency matrix for inter-pod communication, representing network latency requirement in the link from source pod p, to target pod
b
pj-
i 2 Workload bandwidth requirements predicate matrix (binary). .Q,/,", », = 1 if network bandwidth requirements from source pod p; to
target pod p; must be guaranteed.
Q Workload latency requirements predicate matrix (binary). Q=1 if network latency requirements from source pod p; to target pod
1P 1P

p; must be guaranteed.

3. Mixed-Integer Linear Programming (MILP) model

The problem for dynamic network-aware allocation of microservice containers in Cloud/Fog infrastructures composed of set of
moveable nodes, which change their computational and network resource capabilities can be considered as an optimization problem
with NP-hard complexity [55]. Many ILP models providing optimal solutions for this problem are examined, but their variables and
objectives do not correlate with the model of the real Cloud/Fog platforms and could not be applied in practice. They are not
suitable for IoT constrained devices with ARM architecture and use simulation-based evaluation.

We will propose a novel MILP optimization model for network-aware microservice container provisioning in dynamic Cloud/Fog
infrastructures composed of moveable and constrained nodes with ARM architecture. Its objective functions maximize the total
number of deployed workloads, minimize total replica movements across nodes and minimize the workload’s network latency in
order to provide the most optimal placement solution. The variables, constraints and objective functions of the model are explained
in the next subsections.

3.1. Model description and variables

The MILP model is tailored towards the K8s deployment model and can be used for wide variety of Cloud/Fog infrastructures. It is
treating the Cloud/Fog infrastructure as a set of nodes with limited computational resources such as CPU and memory. The nodes are
interconnected with network links, which have specific latency and bandwidth characteristics which may vary between iterations.
The microservices, running on the cluster, are represented as a set of workloads with specific dependencies and requirements in
terms of computational resources, network latency and bandwidth. The placement of the microservice containers on the nodes is
directly affecting the final end-to-end latency and bandwidth characteristics of the application. In order to produce placement with
minimal end-to-end latency in dynamic environment the model has objectives for maximization of the workload deployments and
minimization of the replica movements and network latency. These objective functions are executed one after another. The overall
MILP model orchestration and its execution are illustrated in Fig. 3.

The model formulates the set of nodes N = {n;,n,, ...} in a Kubernetes-based Cloud/Fog cluster. Each node n € N has resources
C,, E, and B,. The network latency and bandwidth parameters between each two nodes are defined with metrics B, , and T,
Nodes are separated in infrastructure regions U = {u;,u,, ...} and zones Z = {z,, z,....} forming a specific grouping.

Each business application is defined as workload w. All workloads are forming a set of workloads W = {w, w,, ...}. Microservices
are called pods in the K8s model. Each pod has one or more instances, called replicas. Its number depends on variables R;e" and

u ’nL'
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Fig. 3. MILP model orchestration and execution.

Ry~ Each pod p has resource requirements c,, e, and b, necessary for its proper functioning. As an example a CPU requirement
¢, that is equal to 0.1 cpu (i.e. 100 millicpu) means that the pod needs 10% of a CPU core to function properly. The requirements
predicate matrices Qﬂ and QT define whether the corresponding inter-pod latency 7, , and bandwidth g, 7 requirements are
guaranteed or not. Furthermore rephca movements across nodes are limited by §, affecting the dynamic allocation process. The
input variables of the model related to the infrastructure nodes and workloads are described in Table 2. They have to be set in
each iteration, before the execution of the objective functions, as shown in Fig. 3. Node input variables require measurements of
node characteristics. The computational characteristics, like CPU, Memory and Storage are measured by the infrastructure platform
(K8s), while the inter-node latency and bandwidth are measured by an external component, which could be integrated into the
platform. These measurements are taken and the node input variables are set automatically in the beginning of each iteration. It is
possible to set (overwrite) node-related input variables manually, if specific values are required. The workload input variables are set
manually by the application developers or platform engineers, because they have knowledge related to the workload requirements.
All input variables represent the latest cluster state at each iteration (nodes movement). Their values can be static or dynamic
between iterations, depending on the node movements. The MILP orchestration and execution are shown in Algorithms 1 and 2
respectively.

Algorithm 1: MILP model orchestration

1 Function milpOrchestrate():

while milplterationPeriod() do
measureN odeResources()
measurelnter N ode Latencies And Bandwidth()
inputVars < setMilpInputV ars()
decisionV ars < milpExecute(inputV ars)
scheduled PodsMap « getScheduled Pods(decisionV ars)
deployPodsOnN odes(scheduled PodsM ap)

® N o U »H w N

The workload deployment matrix D,, (binary), represents the deployment state of each workload as a whole, whether all of its
pods are deployed on nodes and fully operational. The pod deployment matrix Dy (binary) considers the deployment state of each
pod from concrete workload. We will write D;" = 1 if the whole pod p from workload w is deployed, meaning that all of its replicas
are deployed. The replica deployment matrix D;’;” (binary) represents whether a concrete replica from pod is placed on concrete
node. We will denote D;;¥ = 1 if replica r from pod p, part of workload w, is deployed on node n. The decision variables are shown
in Table 3.
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Algorithm 2: MILP model execution

Input: in

/* MILP input variables (Table 2) */
Output: result3

/* MILP decision variables (Table 3) */

1 Function milpExecute (in):
2 resultl « M AX_W D(in)
3 result2 « MIN_RM (in, resultl)

/* Preserve number of deployed workloads from MAX_WD */
4 result3 « MIN_W L(in, result2)
/* Preserve number of deployed workloads from MAX_WD, MIN_RM */
5 return result3
Table 3
Mixed-Integer Linear Programming (MILP) decision variables.
Symbol Description
Sg,,p, Stream bandwidth factor (binary), representing pod dependencies in a network stream. sf,’“‘,] =1 if source pod p, depends on target
pod p; and the network bandwidth requirements between them must be guaranteed (greater or equal to predefined bandwidth limit
By,.p,)-
55 Stream latency factor (binary), representing pod dependencies in a network stream. sy, =1 if source pod p, depends on target pod
' p; and the network latency requirements between them must be guaranteed (less or eqﬁal to predefined latency limit rp“pj).
D, Workload deployment matrix (binary). D, =1 if workload w € W is fully deployed.
by Pod deployment matrix (binary). Dy =1 if pod p e P € W is fully deployed.
Dy Replica deployment matrix (binary). Dy, =1 if replica r € R € P € W is deployed on node n.

w.p;.ry
S ()

Inter-replica stream matrix (binary), representing replica and node dependencies in a network stream. S,:"jfj«”‘ (n,.n,) =1 if replica r;
of pod p; is deployed on node n, and replica r, of pod p; is deployed on node n, for workload w and network stream between
them is achieved.

T, Workload latency matrix, representing total end-to-end network latency of workload w in milliseconds.

A Replica movement matrix (binary), representing whether replica r; is moved from one node to another. 4,” =1 if replica r has
moved from at least one node to another, according to the previous iteration.

AP Replica movement per iteration (binary), representing whether replica r; is moved from node n to another. 4’ = 1 if replica r has

rn

moved from node n to another, according to the previous iteration.

3.2. Objectives and constraints

The MILP model has the following objectives:

» Maximization of workload deployments (MAX_ WD).
» Minimization of microservice replica movements across nodes between iterations (MIN_RM).
» Minimization of workload end-to-end network latency (MIN_WL).

These objective functions are executed one after another in consecutive passes, depicted in Fig. 3 and described in Algorithms
1 and 2. In the beginning, the maximization of workload deployments (MAX WD) is executed. The result from the first objective is
passed-through to the second objective, which considers replica movements across nodes between iterations (MIN_RM). If necessary
it minimizes the replica movements according to constraints and modifies the result. The result from the second pass is given to the
third objective, which further enhances the result towards minimization of the end-to-end latency (MIN_WL). Here we differentiate
the two mentioned terms: passes vs. iterations. The passes are the separate phases in which the different optimization objective
functions are executed in continual manner as part of the MILP model. The iterations are the separate executions of the model as
a whole. Nodes may move in space and change their network characteristics between each iteration. In other words, one iteration
of the model consists of one execution of the model with its three phases with objectives. These three objective functions can be
merged in one, but it will become more complex. This can be tackled as a future work.

All objectives are described in the following subsections.

3.2.1. Maximize workload deployments (MAX_WD)
The MAX WD objective function is responsible for maximization of workload deployments. It is subject to several constraints.

Pods to workload deployment constraint

LR

PEP

PEP
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where D, = 1, for Vw € W, assures that workload w is fully deployed if all pods, which are members of the workload w, are
deployed.
As pods consist of microservice replicas, the replicas to pod deployment constraint
Y D= MY X R,
reRy* neN
where Dy =1, for Vw € W.,Vp € P, states that pod p is fully deployed if the requested number of its replicas (R,’) are scheduled.
Because the model decides on which nodes to deploy replicas, the following constraints assures that replicas are scheduled just
on the nodes with enough available CPU, memory and network bandwidth resources according to the pod requirements:
DY xc, < C,,
weW peP reRy™

3 Y Y DErxe, <E,

weW peP reRy™
T3 3 o<,
weW peP reRZ““
|P|
by = zﬁp,,pj’
!
for Vn € N,Vp; € P, where pod bandwidth is defined as by,.

Then the model is capable to deploy more than one replica from a pod on a same node, which is undesirable, so the replica
spread across nodes constraint

Z DZ’;f:Oor 1,

reRpax
for Vw € W,Vp € P,Vn € N, assures that each replica from one pod is deployed on different node.

The model is also able to place all replicas in a single region and zone, which again is undesirable due to concerns related with
the high availability of the workload. So the replica spread across regions and zones constraint

Z Z pes — 1 ifM,, ., =1
o 0 if M, 0,

neN reRyex nuz —

for Vw € W,Vp € P,Vu € U,Vz € Z, makes the pod replicas to be spread across different regions and zones.
Finally the maximization of workload deployments objective function is defined as:

MAX WD = max Y D,
wew

It is aiming to deploy as much as possible number of workloads on the available set of nodes, meeting all constraints. The MAX_ WD
is shown further in Algorithm 3.

Algorithm 3: Maximize workload deployments (MAX_WD) objective function

Input: in

/* MILP input variables (Table 2) */
Output: out

/* MILP decision variables (Table 3) */

1 Function MAX_WD (in):
out < initDecisionV ars(in)
while podsToW orkloadConstraint(in) and
replicasToPodConstraint(in) and
pod ResourceConstraint(in) and
replicaSpreadOnN odesConstraint(in) and
replicaSpreadOnZonesConstraint(in) do

L out < maximizeW orkload Deployments(in, out)

w N o U H W N

9 return out

3.2.2. Minimize replica movements (MIN_RM)

The result from the first objective (MAX_WD) consists of the concrete placements of pod replicas on the set of nodes. It includes
the deployed workloads decision variable D,,. This result is passed-through to the second objective (MIN_RM), which minimizes the
number of replica movements across nodes, according to the § input variable, which is used for limitation of replica movements.
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In order to preserve the number of already deployed workloads from the first objective function (MAX WD), there is an auxiliary
constraint defined as:

Z D,, = result_from_(MAX_WD).

wew
In this way the second objective (MIN_RM) is enhancing the first result by preserving the number of scheduled replicas from the
previous objective (MAX_WD).

Minimization of the replica movements between iterations objective is subject to several constraints. Let us define replica
movement per iteration decision variable as:

0 if PSP =1ADEN =1
Ar“.';ll’ = if D;A,);,P =0A (Df,;p)‘l =0
1 Otherwise,

for Vw € W,Vp € P,Vr € R;””x ,Vn € N, where (D,>?)7! is the deployment matrix from the previous iteration. Here iteration means
the previous execution of the MILP model.
Then replica movement matrix, which contains movements for all replicas, is defined as:
0 if ) 4% =0
neN
Lif Y A >,

neN

Aw,P -
-

for Vw e W,Vp e P,Vr e RZ"”‘.
Furthermore the assurance of total number of possible replica movements from one node to another for each pod p in W is
defined as:

w,p w req w

Y Y APXMY<5x Y RO MY,
PEP re R;,”"x pEP

for Vw € W. From this constraint follows that:

© 62 R, if we want to not limit the movements of replicas across nodes.

* 8 < Ry, if we want to limit the movements of replicas across nodes.
Finally the minimization of replica movements between iterations objective function is defined as:
MINRM = min 3 >3 4P,
weW peP reR

The minimization of replica movements is useful if we want to reduce the replica movements between iterations, because in some
cases the migration of replicas require additional computational overhead and introduce network latency, which may be unnecessary
in very dynamic environment, where cluster nodes are moving very often. The MIN_RM is shown in Algorithm 4.

Algorithm 4: Minimize replica movements across nodes (MIN_RM) objective function

Input: in, out

/* MILP input variables (Table 2), decision variables (Table 3) */
Output: out
/* MILP decision variables (Table 3) */

Function MIN_RM (in, out):
2 while preserveAlreadyDeployed ReplicasConstraint(out) and

-

/* Preserve number of deployed workloads from MAX_WD */
3 replicaM ovements By M ove F actorConstraint(in)
4 do

L out < minimizeReplicaM igrations(in, out)

6 return out

3.2.3. Minimize workload end-to-end network latency (MIN_WL)

The result from the second objective (MIN_RM) consists of the refined placements of pod replicas across nodes. Again it includes
the deployed workloads decision variable D,,. This result is passed-through to the third objective (MIN_WL), which aim is to minimize
the workload end-to-end latency. In order to preserve the number of already deployed workloads from the first and second objective
functions (MAX WD, MIN_RM), there is an auxiliary constraint defined as:

Y D, = result_from (MIN_RM).
wew
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In this way the third objective (MIN_WL) is further enhancing the result, but also preserving the number of provisioned replicas
from previous objectives.

Minimization of the workload end-to-end network latency is subject to several constraints regarding the infrastructure network.
First the inter-replica stream matrix represents the specific network streams between all replicas placed on specific nodes in the
cluster. It is defined as:

w.p;

: w,p; —

Sw,ﬂ,‘,rk (n n ) — 1 if Drk,n” A Drm,nu =1

Dirm u v .
4 0 Otherwise,

for Vw € W,VP,"PI' € P,i# j,Vry,r, € R;"”",Vnu,nu € N,u#v.
Inter-replica stream with bandwidth preservation constraint is defined as:

ST T s

WEW p;.p;€P 1y 1y €RY™ ny,ny€N

i req req
Z ‘Qp,-,pj X Rm X Rp,- ’
pi-pjEP
for Yw € W.,Vp;,p; € P.i # j,Vr,r, € R, Vn,,n, € N,u # v. It assures that all network streams between pods, which require
guaranteed bandwidth, are preserved and there are no traffic losses in the cluster.

Inter-replica stream with latency preservation constraint is defined as:

w,p;.r,
2 X XX smteen)=
WeW p;.p;€P ryr,, €RY™ ny.ny€N
T req req
2 QP:«PJ x Rl’y x RP/ ’
Pi-pjEP
for Vw € W,Vp;, p; € P,i # j,Vry,r, € R;}"”",Vnu,nv € N,u # v. It assures that all network streams between pods, which require
guaranteed maximal latency threshold, are preserved and there are no traffic losses in the cluster.
Let us define a stream bandwidth factor as:
yii _ w w Y
Sp,-qp, - Mp, X Mp, X 'Qp,vp,»’

B

for Vp;,p; € P,i # j. We will write Spip;

between them must be guaranteed.
Then the stream bandwidth constraint is defined as:

= 1 if source pod p; depends on target pod p; and the network bandwidth requirements

8 w.p;ri <
SP,J’J' x ﬂpzvﬁ/ x Spjsrm (n”’nv) - B”uv"v’
weW p;.p;EP rk,rmeR;,"‘“‘

for Vn,,n, € N,u # v. It validates that the total available network bandwidth in the cluster is respected.
Let us define stream latency factor as:
T — w w T
sp,wp, - Mp, X Mp, X 'Qp,vp,’

for Vp;,p; € P,i # j. We will write Sy =1 if source pod p; depends on target pod p; and the network latency requirements between
iPj
them must be guaranteed.
Then the stream latency constraint is defined as:

T w,p;ri <
Z Z Z Splx,p/ x Tpiop) x SPj-’m (nmy) < T"u"’v’
wEW p;.p;EP rk,rmGRZ”’X

for Vn,,n, € N,u # v. It validates that the total network latency between cluster nodes is respected.
Furthermore the workload latency matrix is defined as:

w,p;.r
=% T TS
Pi-PjEP 1.1y €RYT ny,ny €N
for Vw € W. It states the total end-to-end latency of workload w in milliseconds unit.
Finally the minimizing workload end-to-end network latency objective function is defined as:
MIN WL = min ) T,.
wew

In order to obtain minimal workload end-to-end latency, this objective is placing dependent pods on nodes with smaller inter-
latencies, usually located close to each other in the space. The MIN_WL is described further in Algorithm 5.

In the next Section 4 the described above MILP model will be applied with examples and will be validated in practice.

10
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Algorithm 5: Minimize workload end-to-end network latency (MIN_WL) objective function
Input: in, out

/* MILP input variables (Table 2), decision variables (Table 3) */
Output: out
/* MILP decision variables (Table 3) */

1 Function MIN_WL (in, out):

2 while preserveAlreadyDeployed ReplicasConstraint(out) and
/* Preserve number of deployed workloads from MAX_WD, MIN_RM */
3 inter ReplicaStreamM atrix Band widthConstraint(in) and
4 inter ReplicaStreamM atrix LatencyConstraint(in) and
5 stream Bandwidth F actorConstraint(in) and
6 streamLatencyF actorConstraint(in)
7 do
8 L out < minimizeW orkloadT otal N etwork Latency(in, out)
9 return out

Table 4
MILP input variables used in examples (E1, E2) and execution time results.

Symbol Value

b, 100 Mbps for Vp € P.
B, 1 Gbps for Vne N.

B, , 1 Gbps for Vn,,n, € N.
¢, 100 millicpu for Vp € P.
C, 500 millicpu for Vn € N.
e, 100 Mb for Vp € P.

E, 1 Gb for Vn e N.

M,

iz Each node is in different region u and zone z.
My All pods are part of a single workload w, representing the EcoLogic sample application.”
N Cluster is composed of 11 nodes.
P EcoLogic Pods: Database (P1), Backend (P2), VehicleAgent (P3), Frontend (P4).?
R’ 1to 6"
Ryex 1to 6 (R = Ry for Vp € P).”
T,n, 10 to 60 ms.
U 11 regions.
w There is a single workload w, representing the EcoLogic sample application.”
z 11 zones.
By, 100 Mbps for Vp;,p; € P.
5 6°
T, 30 ms for Vp,,p; € P.
ny‘p/ 1 for Vp,.p; € P.
.Q;“p] 1 for Vp;,p; € P.

2 EcoLogic sample application Pod microservices are described in Table 5 and Fig. 1.
b Number of Pod replicas used in execution time results and examples are described in Table 5.
¢ Replica movements across nodes (described in Section 3.2.2) are not limited, because 6 = R;‘”.

Table 5
EcoLogic application Pods with Replica counts.
Pod Execution time Execution time Execution time Example 1 and 2
result 1 replicas # result 2 replicas # result 3 replicas # (E1, E2) replicas #
Database (P1) 1 1 1 1

Backend (P2)
VehicleAgent (P3)
Frontend (P4)

_ e

2 2 2
3 6 6
2 2 2

4. Results and discussion

In this section we will show two examples and an execution time result to demonstrate how the described model handles
the identified in Section 1 major features of Edge/Fog computing platforms in a realistic mobile environment. The examples are
conducted in a testbed, which uses Kubernetes (version 1.24.3) Cloud/Fog platform and container-based virtualization. They are
aiming to evaluate realistic workload represented by the EcoLogic sample application [6]. Its microservice dependencies are shown
in Fig. 1. The total count of used microservice replicas (instances) is eleven. Each microservice replica is deployed on different node.

11
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Fig. 4. Example E1 with small movement distance 4x = 10%(80 km) per step. CS optimizes end-to-end latency by 20% in last step 20, compared to existing K8s
schedulers.

The testbed is emulating dynamic environment composed of geo-distributed mobile Edge/Fog nodes moving in space. The setup is
like the one shown in Fig. 2, but eleven nodes are used instead of four. Its aim is to evaluate how the proposed model reduces total
end-to-end application network latency in this environment.

Example 1 (E1). We consider eleven geographical cities in which nodes N are located, forming a realistic geo-distributed cluster
infrastructure, like the setup shown in Fig. 2. The node’s resource capacities B,, C,, E,, T,, ,, , By, ,, and all remaining input variable
values of the model, which are used in the examples, are shown in Table 4 All nodes are located in different regions U and
zones Z. Their count is eleven, which equal to the total count of the used microservice replicas R of the EcoLogic workload W'.
The replicas count R, for the concrete EcoLogic pods P, which are used in the examples are shown in Table 5. The requested
number of replicas is equal to the maximum number of replicas permitted in the model (R, = R7%*). Each node contains only one
deployed microservice replica. The real pairwise network latency measurements between these cities are used for emulation of the
geo-distributed infrastructure on the testbed. The latency between nodes 7, , vary from 10 to 60 ms. The average initial distance
between nodes x1 is 800 km. On each step all nodes are moved away from each other with a fixed distance Ax (4x = x2 — x1). In
E1 Ax equals to 10% of the average initial distance (80 km). We use 20 movement steps, which is enough long period for analysis
of the node movements and changes in network characteristics. All pods request CPU ¢, and Memory e, resources of 100 millicpu
and 100 Mb respectively. Specific network latency Top; and bandwidth ﬂpi,pj requirements between each two dependent pods are
used, with values of 30 ms and 100 Mbps respectively. Replica movements across nodes are not limited (6 = R;"‘”‘ = 6). The MILP
model is executed on each movement step (iteration), as described in Fig. 3. On each movement step the same input variable values
are conducted, except the inter-node latency (7, , ), which is changing to match on the movement distance 4x. At the end of each
iteration, the MILP model returns a placement scheme (D;;7) and pod replicas are deployed on concrete nodes.

Depending on the movement distance, the inter-pod latency requirement 7, 2 has to be enough restrictive in order to cause
violations of the network requirements and cause subsequent pod reallocations and optimization. But if its value is too restrictive,
it is possible to enter a situation without any feasible nodes for reallocation. In this case the model will leave the placement scheme
(D7) in its latest state. The currently deployed applications (workloads) will be available, but with reduced Quality of Service
(QoS) — their total end-to-end latency will be increased and above the configured requirement. This situation will be resolved if
nodes move to more favorable (feasible) locations or new additional nodes join the cluster infrastructure. When the network latency
requirement is chosen correctly in this boundary zone, evaluations can be used for analysis of the level of optimization of the MILP
model compared to other solutions. So this is taken into account in the next example.

Example 2 (E2). The design and parameters are the same as in E1, depicted in Tables 4 and 5. The only difference is that the nodes
are moved away from each other with twice bigger distance 4x than in E1, which equals to 20% of the average initial distance (160
km).

The results of the examples E1 and E2 are depicted in Figs. 4 and 5, respectively. The figures contain one plot with movement
steps shown on its abscissa axis and the average workload end-to-end latency in milliseconds on its ordinate axis. There are three
graphs, representing Kubernetes Default Scheduler (DS), Network-aware Scheduler (NS) and Custom Scheduler (CS) with MILP.
The violations of the network latency requirements are shown in vertical dotted lines on the corresponding movement steps. Pod
placement schemes of the NS and CS schedulers are different when there is a violation, which causes a different average latency
results.

12
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Fig. 5. Example E2 with big movement distance Ax = 20%(160 km) per step. CS optimizes end-to-end latency by up to 48% starting early from step 9, compared
to existing K8s schedulers.

In example E1 results (Fig. 4), NS and CS have lower end-to-end network latency compared to DS. NS and CS have practically
same latency until the last step due to the same initial placement schemes in the first step. There is a network latency violation
happening in last step 20, which results to pod reallocations and lower latency for CS compared to NS, reduced by 20%. The late
reoptimization on step 20 means that the network latency requirement 7, » is loose.

Example E2 moves selected nodes with bigger distance. The result (Fig. 5) shows that NS and CS have lower end-to-end network
latency compared to DS. Violations start early at step 9 and continue to step 14. CS has smaller latency compared to NS, reaching
the biggest difference of more than 500 ms (approx. 48% improvement) at step 12. This example has more stringent network latency
requirement Toip; according to its bigger movement distance, compared to example E1. Its result has much bigger improvement of
the end-to-end latency.

Furthermore, the result of the average execution time of the model compared to the other discussed K8s schedulers is presented
in Fig. 6. The figure contains one plot with the total number of used pod replicas of the EcoLogic workload on its abscissa axis and
the average execution time on its ordinate axis. There are three graphs for the Kubernetes Default Scheduler (DS), Network-aware
Scheduler (NS) and Custom Scheduler (CS) with MILP. There is also a 30 min marker depicted in horizontal dashed line. The replicas
count of the specific EcoLogic pods that are used are shown in Table 5. There are three measurements with total pod replica counts
of 4, 8 and 11, respectively. The DS have execution time of 0.06 to 0.12 s and NS - 0.07 to 0.13 s. In contrast to them, the CS have
much bigger execution time of 27 to 117 min. This is caused by the MILP model which needs a lot of time to find the most optimal
placement solution, proved in the above results Figs. 4, 5. Usually many real-time and critical solutions in Cloud/Fog platforms
should comply to a maximal execution time of 30 min.

4.1. Discussion

The obtained results in Figs. 4 and 5 confirm that in dynamic environment with mobile nodes, the model is placing and moving
pods on proximal nodes by coping to the movements of the nodes. In this way the workload end-to-end network latency is kept at
minimum on runtime and in continual manner. In practice it is possible the replica movements across nodes to cause downtime for
the moved replicas, while the not moved ones will continue to work uninterrupted. In this case the replica movement factor §, can
be configured further to reduce the total number of replica movements and their undesirable replica downtimes. Also the period
between execution of the model iterations can be configured according to the velocity (frequency) at which the nodes are moving.
The period between iterations should be inversely proportional to the movement velocity. The pod network latency requirements
(rp’_,[,/) has to be enough restrictive in order to cause pod placement optimizations, otherwise pods will not be moved.

The execution time results from Fig. 6 show that the MILP model takes much time to provide the most optimal solution, which
is more than the 30 min threshold, used by some real-time critical applications in practice. This means that it can be applied in
practical environments by executing it less frequently, for example once/twice daily or less. Nevertheless the MILP model can be
used as a benchmark comparing how optimal are other heuristics-based algorithms that could be faster. Additionally it is generic and
can be applied in a wide variety of Cloud/Fog use cases. All input variables can be configured by platform engineers in accordance
to their infrastructure resource capacities, movement patterns and business application requirements.

5. Conclusion

In recent years the massive adoption of moveable heterogeneous devices with computational capabilities brought the necessity
for novel techniques for dynamic resource allocation. This article presents a MILP formulation for container provisioning in
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Fig. 6. Execution time of CS with MILP is much bigger (27 to 117 min), compared to existing K8s schedulers (0.06 to 0.13 s).

Cloud/Fog infrastructures, composed of nodes that move in time and space. It is suitable for dynamic and nondeterministic IoT
use cases, which contain moveable entities like vehicles, satellites and aerospace vessels. It uses several objectives attempting to
maximize the number of running workloads, reducing its migrations across nodes and improving the end-to-end network latency.
Two examples with the practical microservice application EcoLogic [6] were shown. The testbed is emulating a real life movement
of computational nodes across geographical regions. The obtained results demonstrate that the solution has a promising potential to
bring big improvements in the applications end-to-end network latency in practical Cloud/Fog infrastructures with moving nodes.
Although with big execution time, the MILP model is generic and can serve as a benchmark for research and evaluation of resource
allocation algorithms in wide range of dynamic and mobile environments. It can be tailored towards different use cases depending
on the infrastructure resource types, workload dependencies and movement patterns.
For a future research the following directions are identified:

» More experiments with different movement patterns and parameters in order to evaluate further the practical applicability of
the system. It is possible to use real life movement patterns from humans, vehicles, satellites, aerospace vessels, etc.
Configuration of the network latency requirements (z,, p!) in an automated and dynamic manner across node’s movement steps
in order to achieve the best possible end-to-end network latency improvement.

Enhance the system to be not only reactive — dynamically adapt to movements in nodes, but also proactive — predict movements
and adapt accordingly. It is possible to use Artificial Intelligence (AI) for the prediction model.

The node network infrastructure may be very dynamic and may change before the execution of all MILP objectives is finished
in each iteration. This means that it is possible the input variables to represent an outdated state of the infrastructure before
MIN_RM and MIN_WL objectives. Enhance the MILP model to work with input variables, which are measured and set before
each MILP objective function.

Usage of a Swarm Computing algorithms for allocation of resources in dynamic mobile Cloud/Fog environment.
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